CYBERSECURITY PROJECT - SMITH GRACE

ACTIVE DIRECTORY

This project demonstrates the deployment and configuration of Active Directory
Domain Services (AD DS) using Windows Server 2019 within a VMware virtualized
environment. The setup includes DNS, Group Policy, and domain-joined client
systems to simulate a functional enterprise network.

Steps:

1. I installed and configured the windows server 2019 on my virtual machine, set a
static [P address then created some roles and features and installed them.
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2. I created a domain, installed my windows client, configured DHCP for all possible
clients and added my client to the domain.
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For WIN-FOAU3L4A29U TASKS
I Computer name WIN-FOAU3L4A29U d updates Never
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Never
Windows Defender Firewall Domain: On Win nder Antivirus Real-Time Protection: On
Remote management Enabled Feedback & Diagno Settings
Remote Desktop Disabled IE Enhanced Security Configuration On
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Windows 10 VMware Workstation
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3. I created some users, configured two group policies(Software Installation and
Wallpaper) and updated the client to that effect.
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Resultant Set of Policy is being processed...

This Microsoft Management Console contains the RSoP snap4n defined below.

® . Starting with Microsoft Windows Vista Service Pack 1(5P1), the Resultant Set of Policies
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4. I created an Alias and deployed web and FTP servers.
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Testing & Verification

e Login success from domain user accounts
e GPO applied correctly (e.g., wallpaper set, control panel disabled)

e DNS resolves smith.local from clients.

Challenges & Solutions

» GPO wallpaper not showing - Used UNC path and set permissions

» Clients not joining domains - Corrected DNS IP to point to server

Key Takeaways

1. Hands-on Deployment of Active Directory (AD DS)



> Successfully installed and configured AD Domain Services on Windows Server
2019 within a virtualized environment using VMware Workstation.

2. DNS Server Configuration for Domain Resolution

» Implemented and tested DNS services to ensure proper name resolution and
domain controller accessibility across the network.

3. Client-Server Integration in a Domain Environment

» Joined multiple Windows 10 client machines to the AD domain (smith.local)
and verified domain login functionality.

4. Organizational Unit (OU) and User Management

» Created logical OU structures (e.g., IT, HR, Students) and managed domain user
accounts, groups, and permissions efficiently.

5. Group Policy Implementation (GPO)

» Designed and applied GPOs to enforce policies such as desktop wallpaper,
control panel restriction, and drive mapping for specific OUs.

6. Network Services Testing and Troubleshooting
» Diagnosed issues related to DNS, domain joins, and GPO application
7. Virtual Lab Simulation of a Real-World Enterprise Network

» Simulated an enterprise IT infrastructure using a fully virtualized lab, showcasing
practical knowledge of AD, networking, and system administration.

8. Improved Problem-Solving and Systems Thinking

» Overcame configuration challenges (e.g., GPO wallpaper blank screen, client
DNS misconfiguration) through troubleshooting and testing.
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